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ABSTRACT 



This paper discusses issues for libraries related to privacy 
in the digital environment. The first section defines the meaning of privacy. 
.The second section discusses the impact of technology and the use of 
technology, including principles issued by the U.S. Department of Health, 
Education, and Welfare in 1973 that still provide a basis for humane and 
responsible collection and retention of personal data. The third section 
provides background on the history of privacy from the 18th century to the 
present. The fourth section addresses the present and future of privacy, 
including trends in the protection of privacy, federal laws affecting 
privacy, a European Union directive on data protection, and U.S. Department 
of Commerce statement of principles related to privacy that covers notice, 
choice, onward transmission, security, data integrity, access, and 
enforcement.* The fifth section considers the relation between privacy and 
libraries, including automated library systems and access to electronic 
resources. The sixth section discusses privacy in action, focusing on an 
American Library Association interpretation of the Library Bill of Rights 
that provides an overview of privacy issues and an ethical framework for 
library policies. (MES) 
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Introduction 

I published a book on library values 1 last year in which, based on extensive readings in both axiology and 
librarianship and on the experience of 40+ years work in libraries, I formulated and discussed eight “core” 
values — one of which is Privacy. 

What is the meaning of privacy? 

I sometimes think that “privacy” is in the ear of the listener. Certainly, there is by no means a universally 
accepted definition of the word. In Webster’s Third, “private” is defined as “belonging to, or concerning, 
an individual; personal; one’s own . . .” 2 Private things, therefore, belong to the individual — they are her or 
his personal property. In a free society, the things that belong to you legally are inalienable and cannot be 
removed or interfered with without your permission. We all need privacy in a spatial sense and an 
informational sense. Our spatial privacy gives us the right to be alone, to associate only with those with 
whom we choose to associate, and to be free from surveillance. Our informational privacy is the right to 
control personal information and to hold our retrieval and use of information and recorded knowledge to 
ourselves, without such use being monitored by others. We also have the privacy that is embodied in the 
term “private property” — those things that we own, including intangible, intellectual private property. 

The rights to privacy that seem so obvious to us in our daily lives are not always legally guaranteed or 
practically achievable — particularly in the technological context of today. 



* ADAPTED FROM A CHAPTER IN THE AUTHOR’S OUR ENDURING VALUES. CHICAGO: ALA, 2000 
1. Gorman, Michael. Our enduring values. Chicago: ALA, 2000. 

2 Webster's Third new international dictionary of the English language . Springfield, Mass. : Merriam, 1976. 
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What has technology wrought? 



Technology is neither good nor bad in and of itself. Technological advance may contribute to societal 
progress or may be a detriment to society or may be both (just think of advances in fertility medicine in a 
world that contains 6 billion people) or may be neutral. It is a natural human tendency to personalize 
technology in general and specific applications of technology. For instance, how often have you heard 
someone say “I hate cell ‘phones”? The truth is that large numbers of us do not “hate” cell ‘phones; they 
dislike the intrusive misuse of them by boors, bores, and solipsists. It is the human use and misuse of 
technology that arouses the emotions and it is the human use and misuse of technology that we should 
observe, study and seek to amend for the better. 

It often seems that every advance in technology exacts a counter-balancing price or detriment. There is no 
such thing as a free technological improvement. Possibly the most obvious price that we are all paying is 
the actual and potential erosion of privacy caused by the compilation of, and easy access to, large and 
complex databases resulting from commercial, governmental, and non-profit transactions. The latter, of 
course, include transactions between libraries and library users and transactions that take place in libraries. 
Here are words to make us wary. “Every keystroke can be monitored. And computers never forget.” 3 The 
same article quotes Marc Rotenberg, director of the Electronic Privacy Information Center: 

With the new online services, we’re all excited that this is going to be our window on the world, to movies 
to consumer services, for talking with [sic] our friends. The reality is that this may be a window looking 
in. 

The point is that it is not technology that is the enemy of privacy but our joyful use of technology. We 
give away something of ourselves each time we engage in online transactions. Many people worry about 
potential governmental and commercial abuse of the information we are required to supply by law or in 
pursuit of a commercial transaction. Though these are real concerns, there is a wider picture that goes 
beyond the economic and governmental. We live more and more of our lives online and the 
accumulations of data about us grow ever larger while there is an ever-increasing ability to retrieve and 
manipulate that data speedily. We are coming to see that the history of society is cyclical and that 
cyberspace resembles nothing as much as a medieval village — a place in which privacy was unknown. 

Electronic technology pervades government, commerce, and many forms of social interaction. We are 
right in being concerned about the integrity of our personal data and should support efforts by 
governments and others to devise regulations and codes that limit (but can never eliminate) incursions on 
that data. As long ago as 1973, the United States Department of Health, Education, and Welfare issued a 
code 4 on personal data systems based on the following (paraphrased) principles: 

❖ no secret record keeping systems 

❖ access to one’s own records 

❖ the ability of an individual to prevent data gathered for one purpose being used for another 

❖ the ability of individuals to correct or amend their own records 

❖ organizations collecting personal data must ensure its reliability and prevent misuse 

It seems to me that those 25-year old principles still hold true in a very different computer world. They 
are even more difficult to enforce than they were then but they do provide the basis for humane and 
responsible collection and retention of personal data. 



3 . McGrath, Peter. Info ‘snooper highway.’ Newsweek vol. 125, no. 9 (February 27 1995) pp. 60-61. 

4 . U.S. Dept, of Health, Education and Welfare. Secretary’s Advisory Committee on Automated Personal Data 
Systems. Records, computers, and the rights of citizens. Washington, DC: GPO, 1973. 
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